
Early Fake News Detection

Abdelrahman Tolba, Radwa Mostafa, Mariam Khaled, John Gerges

November 6, 2019

Abstract

In our modern society the Internet has been taking a huge part in peo-
ple’s life and it’s so easy to publish any rumors that can mislead people
away from the truth as it’s a fast way to get news and doesn’t consume
time. The spread of fake news has different aspects and can affect lots
of different entities; politically and industrially. The term ”Fake News”
became mostly common in 2016 the fame of disinformation within Ameri-
can political discourse was the subject of attention, particularly following
the election of President Trump. This term was particularly used to de-
scribe incorrect and misleading articles published mostly for the purpose
of making money or to change people’s point of view. In This project we
aim to detect the published fake news using Machine Learning. We will
combine two of the most efficient classifiers that will lead us to generate
more effective results by adding browser extension which works automat-
ically while surfing the internet by this people will be updated to every
real event.

1 Introduction

1.1 Background

Nowadays Social media is the most common place for fake news; such as Face-
book and Twitter. As it has no restrictions on people’s posts, as people can edit
their posts anytime they want with no limit to it opposite to Newspaper which
has more restrictions.

However, most people now use Social Media as their source despite its mis-
leading of not showing whether the news are true or not. when a certain event
happens fake news starts to increase to mislead people.

Fake news detection is one of the most common and critical types of decep-
tion, Fake news is a type of yellow journalism or propaganda that consists of
intended disinformation spread via news, Media or Social Media.

Studies have shown that human ability to differentiate between fake news
and real one are only 54 percent. Machine learning is the best way to enhance
the accuracy of this detection.
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1.2 Motivation

1.2.1 Market Motivation

Our project is motivated by previous work and domain.

1. The fake news can be easily created and published as it’s cheaper than
real news

2. It play a great role as 67% of the Americans get their new from social
media

3. The effect of fake news on the economic and political benefits is huge and
as result it encourage fake news posting rate

4. Teenagers as reported by the NBC earned at least $60,000 due to spreading
fake news and their expected wage is $4,800 which motivates them to
increase spreading.

5. Donald Trump’s file was mostly false which motivated many develop-
ers to check to the reality of his file and as stated this was the result:

1.3 Problem Definitions

News play a great role in industry , as they can control how people to see specific
product or company. fake new can cause a whole company to lose it’s shares in
the market or cause a great loss because fake new can affect how people see’s
or feel about this company and act upon it.

also fake news gives misleading information about the country which will
affect our tourism badly and make them think it’s not safe and maybe effect
the children way of thinking about their country and what it offers for them.

detection fake news will prevent this incidents to happen and will help people
figure out what they can trust and know the credible sources to know the news
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2 Project Description

Fake news has became an issue for the public and government as it takes ad-
vantage of multimedia content to mislead readers and get published, which can
lead to negative effects or even manipulation of the citizens.

2.1 Objective

In order to minimize the disadvantages of spreading fake news all over the social
media (Twitter), Machine Learning is recently used in order to detect the fake
news and it showed good results. However, our project aims to increase the
percentage of accuracy to achieve the best results by using hybrid classifier
and NLP that combines two different classifier together to achieve the optimum
accuracy results.

2.2 Scope

In our project we aim to improve the accuracy of detecting the fake news and
trying to reach the maximum results that can be reached. To do that we will use
a hybrid classifier that combine two different classifiers together, also we want to
make this project useful from aspects by providing an additional feature which
is allowing the user to enter keywords for the news they want to track for a
certain duration.
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2.3 Project Overview

2.3.1 Data set

In our project we have two types of the dataset that we can use:

1. Article news :this type of data-set consist of whole separated articles, as
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the fake article in a folder and the legit articles in separated folder.
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2. statement news :This type of data-set consist of the news statement and
the other column it’s classification
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3 Similar System Information

[1] Fake News Detection Using A Deep Neural Network The social me-
dia is a double edges weapon; although it’s an easy way to be accessed
and doesn’t consume alot of time it can also be manipulated by differ-
ent entities. so in this paper it identifies fake news using various models
and classifiers; They proposed a Dataset for Kaggle which combine var-
ious technologies as machine learning, natural language processing and
deep learning. Using these Dataset and techniques they investigate the
analyses to identify linguistic properties that are present in the content.

[2] Fake News Detection As Facebook is considered one of the most popular
platforms for news and information this paper applied it’s methodology
on it by using Naive Bayes classifier which classify whether the post is real
or fake. To increase the accuracy a huge Dataset of posts must me used
to obtain better results.

[3] Sentiment Analysis Based on Support Vector Machine and Big Data:
In this paper Lukas Povoda, Radim Burget and Malay Kishore Dutta di-
cussed that Support Vector Machine[SVM] is mainly used in text analysis
as it can be trained by huge amount of data and can deal with complex
combined words as well as dealing with different languages. While working
with big data [SVM] improved the accuracy while working with big data
with percentage of 11 and the best accuracy obtained was 95.31 percent.
For recognition on the rate of positivity and negativity.

[4] In this paper Dr Eslam Amer have talked in the first about the social
media and how it’s a good place for the fake news, he also mentioned that
Facebook have a percentage of 50% of fake news traffic and he mentioned
that 62% of US adults get there news from social media. He also discussed
the impact of the fake news and how useful this project will be and how
it will help people to over come this problem. The paper also mentioned
that NLP is used to reach the optimum results. The used algorithms is
RNN and LSTM and he used the Liar dataset

[5] In This paper Gilda, Shlok used two different datasets which are sig-
nal media which gets news from local news, blogs and articles as well as
outgoing list of fake and real news from OpenSource.co. They used SVM,
Bounded decision tree, Random forests and Gradient Boosting as classi-
fiers to increase accuracy and to get the diference between them and SVM
happened to get the highest accuracy level with 77.2 percent.
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3.0.1 Comparison
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4 Project Management and Deliverables

4.1 Tasks and Time Plan
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