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Problem Statement
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• The problem here is the wide forgery of School, Bachelor and Masters Degrees in Egypt 
which may have disastrous impact on the society and the inconvenience of the process 
of requesting and issuing a certificate and the huge waste of time it costs.



Objective
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• Providing a Secured and easy way to Issue certificates with the 
ability to Validate these certificates when applying for a job by 
using blockchain.
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Figure 1: Validated Certificate.

• Te c h n o l o g i e s  u s e d :

• Ethereum Virtual Machine.

• Solidity

• Smart Contracts

• O u t c o m e :

• An Electronic-Certificate.

• QR code and Serial Number.

• Data recorded on the Blockchain
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Figure 2: Application UI.

• Te c h n o l o g i e s  u s e d :

• Ethereum Virtual Machine.

• Smart Contracts

• O u t c o m e :

• An Electronic-Certificate.



System Participants
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Figure 3: System Participants.



System Overview
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Figure 4: Business Model.



Functional Requirements (1/4)
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Functional Requirements (2/4)
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Functional Requirements (3/4)
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Functional Requirements (4/4)
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Non-functional Requirements
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• Reliability • Security • Portability • Scalability • Usability



Use Case (1/3)
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Figure 5:  Private university certificate issuance



Use Case (2/3)
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Figure 6:  Public university certificate issuance



Use Case (3/3)
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Figure 7:  Student applies for a job in a company.



Class Diagram (1/3)
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Figure 8: Class Diagram.



Class Diagram (2/3)
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Figure 9: Model Diagram.



Class Diagram (3/3)
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Figure 10: Controller view Overview.



Web UI (1/3)
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Figure 11: MOHESR webapp.



Web UI (2/3)

Add a footer 21Figure 12: Valid certificate.



Web UI (3/3)
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Blockchain Representation
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Hyperledger Fabric
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• N o d e  Ty p e s

• I d e n t i t i e s

• C e r t i f i c a t e  A u t h o r i t y

• C h a n n e l s

• C h a i n c o d e  ( S m a r t  c o n t r a c t )

Peers

Orderers



Network Topology
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Figure 14: Network Topology.



Demo
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Any Questions?
Thank You


