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Problem

The problem here is the wide of School, Bachelor
and Masters Degrees in Egypt which may have disastrous
impact on the society and the inconvenience of the

process of and a certificate and the
huge waste of time it costs.



Introduction (1/3)

94% of the forged certificates in Kuwait were
Egyptian in 2018.

44 of the 47 fraud certificate cases were
Egyptian universities.



Introduction (2/3)

What is Blockchain?

Characteristics of Blockchain:
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Figure 1: Blockchain
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Introduction (3/3)

Types of Blockchain:

Public

. PUBLIC BLOCKCHAIN PRIVATE BLOCKCHAIN
Private

B WHAT IS THE DIFFERENCE?

Permissioned



Related Work (1

Technologies used:
Ethereum Virtual Machine.
Solidity
Smart Contracts
Outcome:
An Electronic-Certificate.
Serial Number.
Data recorded on the Blockchain
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Related Work (2

Foint of Framework Network Type | Permission Assets Participants
Comparison | Used
Blockcerts BitCoin FPublic Not All types of Institutes
Blockchain Permissioned | Certificates Universites |
School |
Students
CVSS Ethereum Public Permissioned | Educational Institutes
Blockchain Certificates Universites |
Schools |
Students
EduCTX ARK Public Permissioned | Educational Institutes
Blockchain Certificates Universites |
Schools |
Students
Our System Hyperledger | Private Permissioned | University Institutes |
Fabric Certificates Universites |
Schools |

Students




Ethereum

Hyperledger fabric

Hyperledger indy

Fabric: (Used)

Private permissioned blockchain

Purpose

For business and
generalized application

General purpose and
high flexibility of
permissions

built for decentralized
identity

Mode of Peer

Permissionless,

Permissioned,

Permissioned,

Includes Smart Contracts.

Participation Public Private Public or Private
Consensus Mechanism | Proof-of-Work No mining required No mining required
algorithm

Smart contract

Smart Contract written
in (e.g., Solidity)

Smart Contract written
in (e.g., Go, JavaScript

Not supporting any
smart contract

(Node.js))
Cryptocurrency Cryptocurrency called No built-in No built-in
t ri ed . ether cryptocurrency cryptocurrency
Governance Ethereum developers Linux Foundation Linux Foundation

Hyperledger Indy: (Not Used)

Etheruem Blockchain: (Not Used)
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System

Send Back Cerificate's Validation Key (5)

Apply for Digital Certificate (2)

< Login (1)
Student )
~
= S
(<5 = p
v fﬁ'}
i 2 /.
= 8
= — =
i e w 3 =\ 3
O = ) Misr International University
—_ — F
[ o
5| B = Company
D —
< &) _g o Y
= 3 % Check Cerlificate
= o = £ With Validation
< L Py B  Store Certificate's Key (7)
A | & vaidation Key and <D
Certificate (4) B

<

Store Certificate’s Validation Key and Certificate (4)

e
oo . oo

Ain Shams University Ledger

The Ministry Of Higher Education
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System
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Figure 14: Network Topology.




Blockchain

Genesis block

< =

Hash: A]ZBF ). | Hash: 6BQ1 Hash:

Previous hash: Previous hash: {_1Z8F Previous hash:{_ 6BQ1
Name: Ahmed Ali Name: Sherif Ali Name: Mohamed Al
GPA: 3 GPA: 29 GPA: 25

Grade: Very Good Grade: Good Grade: Good

Faculty: CSC Faculty: CSC Faculty: CSC

Transaction Date: 3-3-2017  Transaction Date: 1-3-2018 Transaction Date: 3-3-2019
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PURLIC UreVIRETY

A fee is needed to do a request



GUI

PRIVATE UNIVERSITY Home Logout
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A fee is needed to do a request
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Experiment

Goal:

Make the student’s certificate available on the blockchain for
one year till expiration

Result:
Accepting the student’s request.
Fill his certificate information then put it on the blockchain.




Experiment

Goal:

The goal is to make the company able to verify their
employees or newly hired certificate once the company’s
payment is confirmed.

Result:

After paying the required fee, the company now has access to
the portal which they can verify certificates on it for only until
paying duration expire



Experiment

Goal:

To check the applied student’s certificate whether it is valid
or not valid.

Result:

When the admin enters the student’s serial number The
system should respond with a feedback if it is valid or invalid.




Experiment

7:-.‘ T Avarage GPA i Gaculties

Goal:

Making a visual representation of the data on the blockchain

through statistical charts. e

Graudsted studunt from sech facully
= -

N

Result:

Represent stored data in blockchain in appropriate way to
help in making decisions.
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System Results

Ministry of Higher Education and Scientific Research and Public

Universities will be able to put students certificates on the blockchain.

* Students will have easier issuance cycle of certificates than the

traditional way.

Companies and employers will be able to verify the certificates of their
mployees or who applied for a job.
* Since certificates were digitized they can be used for statistical analysis

LN

Most importantly the certificates will be secured from forging.
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Paper Submission:

9th International Conference on Software and Information
Engineering (ICSIE 2020)

Notification of Acceptance of ICSIE 2020-E062

Jle Schalar; «

ich will be
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Any Questions?

Thank You




