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Problem Statement
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• The problem here is the wide forgery of School, Bachelor
and Masters Degrees in Egypt which may have disastrous
impact on the society and the inconvenience of the
process of requesting and issuing a certificate and the
huge waste of time it costs.



Introduction (1/3)

• 9 4 %  o f  t h e  f o r g e d  c e r t i f i c a t e s  i n  K u w a i t  w e r e  
E g y p t i a n  i n  2 0 1 8 .

• 4 4  o f  t h e  4 7  f r a u d  c e r t i f i c a t e  c a s e s  w e r e  
E g y p t i a n  u n i v e r s i t i e s .
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Introduction (2/3)
W h a t  i s  B l o c k c h a i n ?

• Consensus

• Provenance

• Immutability

• Finality
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C h a r a c t e r i s t i c s  o f  B l o c k c h a i n :

Figure 1: Blockchain



Introduction (3/3)
Ty p e s  o f  B l o c k c h a i n :

• Public

• Private

• Permissioned
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Related Work (1/2)

• Te c h n o l o g i e s  u s e d :

• Ethereum Virtual Machine.

• Solidity

• Smart Contracts

• O u t c o m e :

• An Electronic-Certificate.

• Serial Number.

• Data recorded on the Blockchain

Jin-Chou Cheng , Narn-Yih Lee , Chien Chi , Yi-Hua Chen (2018)  Blockchain and Smart Contract for Digital Certificates. 6



Related Work (2/2)
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Technologies
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• H y p e r l e d g e r  I n d y :  ( N o t  U s e d )

• E t h e r u e m  B l o c k c h a i n :  ( N o t  U s e d )

• P r i v a t e  p e r m i s s i o n e d  b l o c k c h a i n .

• I n c l u d e s  S m a r t  C o n t r a c t s .



System Overview(1/2)

9Figure 4: System Overview.
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Figu
re 5: System

 O
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System Overview(2/2)

Firebase



Network Topology

11
Figure 14: Network Topology.



Blockchain Representation
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GUI (Graphical User Interface)(1/3)
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GUI (Graphical User Interface)(2/3)
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GUI (Graphical User Interface)(3/3)
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Experiment (1/3)

• G o a l :

• Make the student’s certificate available on the blockchain for 
one year till expiration

• R e s u l t :

• Accepting the student’s request.

• Fill his certificate information then put it on the blockchain.
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Experiment (1/3)

• G o a l :

• The goal is to make the company able to verify their 
employees or newly hired certificate once the company’s 
payment is confirmed.

• R e s u l t :

• After paying the required fee, the company now has access to 
the portal which they can verify certificates on it for only until 
paying duration expire



18

Experiment (2/3)

• G o a l :

• To check the applied student’s certificate whether it is valid 
or not valid.

• R e s u l t :

• When the admin enters the student’s serial number The 
system should respond with a feedback if it is valid or invalid.
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Experiment (3/3)

• G o a l :

• Making a visual representation of the data on the blockchain 
through statistical charts.

• R e s u l t :

• Represent stored data in blockchain in appropriate way to 
help in making decisions.



FR

System Results
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• Ministry of Higher Education and Scientific Research and Public 

Universities will be able to put students certificates on the blockchain.

• Students will have easier issuance cycle of certificates than the 

traditional way.

• Companies and employers will be able to verify the certificates of their 

employees or who applied for a job.

• Since certificates were digitized they can be used for statistical analysis 

easily.

• Most importantly the certificates will be secured from forging.
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Demo



Any Questions?
Thank You


